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How many of you 
have Agents in 

production? 
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How many of you 
believe your 

machine identity & 
secrets controls are 

perfect?



of organizations report 
confirmed or suspected AI 

agent security incidents

88%
of AI breach victims had 

no formal AI access 
controls

97%

You spent a decade securing humans. Agents are undoing it.

1. Gravitee survey



AI SECURITY HAS THREE LAYERS

Security doesn't
stop at the
model layer.
The stronger models get, the more agent identity and data 
authorization become the critical layers.

MODEL SECURITY

Is this model sanctioned and in bounds?
VISIBLE

↑ MOST STOP HERE

AGENT IDENTITY

Is this agent authorized to act for this user?
GAP

DATA AUTHORIZATION

Should this action execute with these 
parameters, right now?

GAP



What can 
they do?

What can they 
connect to?

Where are my 
agents?
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AI data access 
must consider

user permissions

Agentic Security for Applications

AI uses
async interactions

AI needs to
call APIs on 
users behalf

AI needs to
know who I am

employee@healthzero.com

User Authentication Token Vault Async Authorization Fine-Grained Authorization
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Are you securing AI 
agents like service 

applications?



Why service app architectures cause privilege escalation



AI security is
identity security 
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Agents use Tools

M
C

P
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On-Behalf-of Token Exchange

VS

Cross-App Access XAA



Wait, What is Cross-App access?



Wait, What is Cross-App access?





An AI agent modeled as a service app using an OBO



An AI agent modeled as a first-class identity using XAA



What can 
they do?

What can they 
connect to?

Where are my 
agents?



Unprecedented customer demand for security 


