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How many of you
are using
Generative Al
everyday?

© Okta and/or its affiliates. All rights reserved.



How many of you
believe your _
machine identity &
secrets controls are
perfect?
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Your agents are already running.
Most of them without your permission.
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100:1

machine-to-human
identity ratio across
enterprises

Source: RSAC 2026 / IDC
1. Gravitee survey

1.3B

Al agents projected in
enterprise environments
by 2028

8%

of organizations cannot
distinguish agent activity
from human activity



This 1s no longer theoretical
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Unsecured MCP Initial Full
Connection Access Takeover

One MCP connection. Total compromise.
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Amazon.com (+ Add to myFT>

Amazon holds engineering

meeting following Al-related THE DIG FEBRUARY 25, 2026

jle API Keys Weren t Secrets But

outages

Ecommerce giant says there has been a ‘trend
of incidents’ linked to ‘Gen-Al assisted

T

Exclusive: Lab tests discover ‘new form of insider
| | risk’ with artificial intelligence agents engaging in
Recent outages had a ‘high blast radius’, according to a autonomous’ cven ‘aggreSSive' bEhaViourS
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You spent a decade securing humans. Agents are undoing it.
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88%

of organizations report of Al breach victims had
confirmed or suspected Al no formal Al access
agent security incidents controls

97%



The S In Al stands for
security.
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Al SECURITY HAS THREE LAYERS

Security doesn't
stop at the
model layer.

The stronger models get, the more agent identity and data
authorization become the critical layers.

MODEL SECURITY

Is this model sanctioned and in bounds?

VISIBLE
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Al security zs
identity security
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Where are my
agents?

)

What can they
connect to?

23
o_0O
What can
they do?



Anyone can spin up an agent. Agents
spawn more agents. The ones you
O don't know about are the ones that
\ :
pose the most risk.

Where are my
agents? &) Known agents

Third party + custom

% Unknown agents
“%*  Local desktop + browser-embedded agents
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What can they
connect to?

The blast radius of a compromised
agent is defined by its connections.
All it takes is one connection to
compromise your entire system.

B Authorization servers DDS SaaS applications

= ) <
&) Service accounts and secrets §J) MCP servers
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What can
they do?

Agents access resources at machine
speed. If you cannot enforce
governance in real-time, you have
already lost control.

) Kill switch [A? Access Requests

() Human-in-the-loop ¥~ Access Certifications



Where are my agents?

What can they connect to?

What can they do?

Known agents
3rd party + custom

4

Agent platforms

Unknown agents
Local desktop, embedded
agents operating in browsers

Browser-based
discovery

A 4

Endpoint detection
and response

Import &
register

A 4

Network/SASE

Users & entitlement
reviews

A 4

Gateways

e
TN
Okta for
Al Agents
3
Agent
credentials

|
Shared signal
framework

Al agent risk
assessment

Risk signals

\ 4

Kill switch

\ 4

(Global token revocation)

Human-in-the-loop

I

Define access

policies
(Coarse-grained access)

Enforce access
policies via Agent
Gateway

OAuth / OIDC AuthZ
(scopes, claims)

Virtual MCP servers

Cross app delegation

MCP authorization
servers

Sas$S authorization
servers

Agent connections
(A2A)

Service accounts
& static credentials

A

Risk signals

A

Vaulted
credentials

Runtime
enforcement
Fine-grained
authorization

MCP servers

Audit trail telemetry + logs to SIEM

SaaS apps

Other agents

Service
accounts

Legacy
systems
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Where are my
agents?

)

What can they
connect to?
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What can
they do?



Agentic Security for Applications

( User Authentication 1 [ Token Vault ] [ Async Authorization 1 [ Fine-Grained Authorization 1
Al needs to Al needs to Al uses Al data access
know who | am call APIs on async interactions must consider
users behalf user permissions
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What are the main use cases?

-
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Deliver connected
Al experiences

Integrate Al experiences
into existing high-scale
consumer applications and
drive user adoption.

Al Deployment Paths:

v Retail Concierge
v Personal Finance Manager
v Commerce Agent

~
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Build trusted, action-
oriented products

Transform products into

partners that act on a user's behalf
across data silos and accelerate
time to market.

Al Deployment Paths:

v Workflow Automator
v Project Management Agent
v SRE and DevOps Agent

)

Secure the
agentic workforce

Standardize and secure
specialized agents for workforce
automation and eliminate
shadow Al risks.

Al Deployment Paths:

v Expense & Audit Agents
v Code Generation Assistants
v Travel and Logistics Agents
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